Mainline:

Helping you achieve the right security solution

Identify risks before a crisis happens

Mainline offers penetration testing. The objective
of a penetration test is to investigate your system
from the attacker's perspective. The primary goal
is to identify exposures and risks before seeking

a solution. Penetration testing is a live test of

the security defenses of a network, conducted
remotely over the Internet. Mainline's team of
security specialists use techniques and exploits

that real-life hackers would use to simulate the
result of an attack. Penetration testing helps an
organization determine its level of network security
and vulnerability, and identify weak elements that
need to be repaired. It can aid in evaluating an
organization's detection and response capabilities as
well as help determine whether the proper controls
are in place.

Protect your assets

Whether an external intrusion or an internal breach,
the results can be devastating to your business. A
multi-layered security solution that covers all your
bases can detect any weaknesses and keep threats
out of your environment. The multiple layers ensure
that all entry and exit points of your organization
are monitored and protected. Mainline's team of
security specialists can assess your risks and offer a
protection plan that fits your needs.

Meet compliance standards

While protecting your assets is a sound business
practice, it is often a requirement mandated by

the government. Mainline offers industry leading
solutions that can help you meet compliance
standards including those mandated by HIPAA, PCI,
Gramm-Leach-Bliley, Sarbanes-Oxley, SCADA, FFIEC,
FISMA and others. We can conduct assessments
that make sure your organization is in compliance
and can produce the necessary compliance
reporting documentation.
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When you select an Information Security solution,
you want a lasting partnership. Mainline Information
Systems is a $700 million-per-year national
corporation that has a business history stretching
back two decades.

Offering the right expertise

The combined experience of Mainline's Information
Security team spans over 100 years, and reflects
expertise in all segments of the security industry.
Our expertise ranges from experienced security sales
consultants to security-certified technical engineers.
In addition, Mainline ensures that the experience

of its Information Security team is backed by
independent assessments and certifications.

By applying expertise in security, networking,
operating environments and storage technologies,
as well as our unique skills in consulting, integration
and managed services, we are able to create
customized security solutions for our clients.

We work with clients that include many of America's
largest organizations and government agencies, and
we provide services to major clients throughout
Mexico and Puerto Rico.

To learn more about how Mainline can help
you plan and implement a security solution,
call 866.490.MAIN (6246).
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Information Security Solutions

Solutions from Mainline for
ALL of Your Security Needs

Security is about managing risks and
reducing threats. Organizations today
are most concerned about threats to
confidentiality, availability and integrity.
In addition, internal threats such as
employee access issues, administrator
privileges and password misuse are on
the top of the list. And, the threats are
changing all the time, which makes
keeping up with the threats a full-

time job. Traditional security measures
such as firewalls and anti-virus do not
stop today's sophisticated attacks and
threats. The number and complexity of
information security attacks are growing
every day. Security best practices,
auditor requirements and compliance
regulations mandate that
organizations take additional

steps to have more security
defenses, policies and procedures.
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Are your assets really protected?

Mainline Information Systems™ is one of the few solution providers
that can provide an end-to-end, layered security solution - one that
protects your assets from threats of all sizes and shapes. The Mainline
team can assess your current environment and determine what kind of
solution is most appropriate for your organization.

Mainline’s Security Solutions help customers:

! Develop a strategic plan that leverages
multi-layered, preemptive security
technologies

© Reduce risks

! Achieve regulatory compliance
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7 o Mainline - Your Information Security Partner

o
',‘7) Best-of-breed solutions

) Trusted security advisor and partner

} Sales and technical resources throughout
the United States

} Award-winning company

The Mainline approach to information security

Mainline's Information Security solution offerings address security
issues through a comprehensive portfolio of products (appliances
and software), professional security services and managed security
services. Combined, these solutions help customers address their
security issues and protect their investments for the future.

Mainline Security Portfolio

Intrusion Detection/Prevention

O Network and host-based systems to inspect (0]
and block malicious traffic before they
impact your environment

Network Anomaly Detection

O Behavior analysis solutions that audit (0]
network flow data from existing
infrastructure devices and alert you to out-
of-the-ordinary activity

Data Protection/Encryption

Data protection solutions for enterprises
including full disk, endpoint, desktop,
mobile and email encryption

Wireless Security

Enterprise mobility solutions to secure
access to data, voice and video across
wireless networks

VMware/Virtual Client Solutions

Server and Desktop Protection o

O  Systems and software to automatically
protect desktops, laptops and servers
against known and unknown threats

o o
Vulnerability Management

O Integrated vulnerability protection and
administration for managing vulnerabilities
and protecting services

. . o
Email Security

O Solutions for email security and filtering O

offering multi-layer anti-virus, multi-layer o

anti-spam and fraud protection (o)

o

Web Content Filtering

O Solutions offering real-time Web
content filtering, combined with robust
management and reporting tools, providing
complete visibility into threat-related

activity o
(o)
Unified Threat Management (o)

O Multifunction, all-in-one appliances that
include intrusion prevention, firewall, VPN, (o)
anti-virus/anti-spam and Web filtering

Web Application Security

O  Systems to scan and test for Web
application vulnerabilities and to provide
real-time, behavior-based security through
advanced Web application firewalls

Cohesive, multi-layered security protection
of virtualized machine resources

Identity and Access Management

Solutions to strengthen and automate user
access rights, privileges and authentication
as well as security event management

Managed Security Services

Managed and Monitored Firewall Service
Managed Intrusion Detection/Prevention
Managed Vulnerability Service

Managed Protection Services

Managed Security & Event Log
Management

Professional Security Services

Information Security Assessments
Penetration Testing

Regulatory Compliance Assessments
(PCl, SOX, GLBA, etc.)

Emergency Response & Forensic
Investigation

Application Security Assessments
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